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Archdiocese of Baltimore

Department of Management Services

Division of Information Technology

Laptop Security Awareness and General Usage Guidelines

The following is a write-up about good security and usage practices when using Laptop computers. It is intended to be used as a guideline. 

General Usage Guidelines:
· Do not write down the password to your laptop. If you must write the password down please don’t keep the password with the laptop. This is the equivalent to leaving your keys dangling in the lock to your house. 
· Do not keep sensitive data on the hard drive. Process the data and then move it to the AOB Network.  Laptops are prone to theft. Please see below for guidelines on how to prevent laptop theft.
· Climate Extremes are really bad for your laptop. Keeping your laptop in the trunk of your car can expose it to extreme temperature variations. This can result in the cracking of your LCD screen on extremely cold days. 
· When you bring a cold laptop into a warmer environment, condensation will occur and as a result, an electrical short could occur. In this situation, please let your laptop warm up to room temperature before turning it on. 
· Lastly, keep your laptop away from direct sunlight, or other very warm environments like the trunk of your call in the summer, as your laptop could actually melt from the extreme heat.

· Minimize vibrations on your laptop while it is powered on. You should try and keep your laptop on a solid surface while it is powered on. Using your laptop on the dash of your car while it is moving will subject it to severe vibration and cause potential harm to your hard-drive.
Preventing Laptop Theft:
· When out and about keep the laptop with you at all times. 

· When traveling via plane do not check your laptop in as luggage, take it on board. Luggage has a habit of becoming lost or opened due to new security measures.
· Do not leave the laptop in your car, not even in the trunk. Your laptop might not be targeted but your car might be. 
· Never assume your laptop will be safe just sitting around. Treat as if it were $1,000 in cash lying around, and lock it down using a cable lock or secure docking station. 
· While staying in a hotel, please avoid leaving valuables like your laptop in the hotel unattended. Instead, when not in your room, consider locking your laptop up in the hotel's safe. (Make sure you get a receipt). 
· When attending conventions and conferences...

Laptop thieves target business conferences and conventions because they know you'll feel more comfortable around your peers. They look for events that use the same facilities for a few days, because they're counting on you to become lax as you become used to the surroundings and start to feel safe. Most conventions only check ID's at the beginning of the morning. By the afternoon when you're tired and have let your guard down, thieves can walk in and out of conference rooms without being challenged or even noticed.
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